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Privacy Policy
Applies to: All learners, apprentices, staff, contractors, and visitors using Ascento systems or learning platforms.
1. Purpose of This Policy
This Privacy Policy explains how JGW Training Ltd T/A Ascento (“Ascento”, “we”, “us”) collects, uses, stores, and protects personal data relating to learners, employers, website visitors, and stakeholders. It reflects the requirements of UK GDPR, Data Protection Act 2018, Data (Use and Access) Act 2025, Department for Education (DfE) funding rules, Apprenticeship Accountability Agreements, and ICO guidance. 
This policy should be read alongside the Department for Education (DfE) ILR Privacy Notice 2025 to 2026 (Version 1, April 2025), which explains how the DfE uses learner data collected through funded education and training.
2. Data We Collect
We collect personal data when individuals enrol on programmes, use our website or platforms, communicate with us, or engage as employer partners.
2.1 Personal Data
Name, address, email, phone number, date of birth, National Insurance number, employment details, education history, learning progress, IP address, device information.
2.2 Special Category Data
Ethnicity, gender, health information, disability information, criminal convictions (where required).
3. Legal Basis for Processing
Contract, legal obligation (DfE requirements), public task, legitimate interests, consent. Includes provisions under the Data (Use and Access) Act 2025.
4. How We Use Your Data
Delivering programmes, verifying eligibility for DfE-funded learning, supporting learning and assessment, providing platform access, communicating with learners and employers, meeting DfE reporting requirements, improving services, safeguarding, maintaining audit trails.
5. Automated Decision-Making (ADM)
Transparency around automated processes such as eligibility checks, learning analytics, and engagement risk scoring. Right to human review.
6. Data Sharing
Data may be shared with the DfE, Ofsted, awarding organisations, employers, subcontractors, technology providers, and safeguarding partners.
As part of delivering DfE-funded education and training, Ascento is required to collect and submit learner data through the Individualised Learner Record (ILR).
The Department for Education uses this data for funding, quality assurance, monitoring, statistics, research, and policy development.
Learners and employers are informed that their data will be shared with the DfE in line with the ILR Privacy Notice 2025 to 2026 (Version 1, April 2025), which sets out in detail:
· what data is collected
· how it is used
· who it is shared with
· how long it is kept
· individuals’ rights in relation to that data
This ILR Privacy Notice forms part of Ascento’s transparency obligations under UK GDPR and DfE funding rules.
7. International Transfers
Data transferred outside the UK is protected through adequacy regulations, ICO-approved safeguards, or SCCs.
8. Data Retention
Data retained according to DfE funding rules (typically 6 years), safeguarding requirements, and legal obligations.
9. Your Rights
Access, rectification, erasure, restriction, objection, withdrawal of consent, challenge ADM decisions, portability.
10. Data Security
Encryption, access controls, MFA, staff training, secure sharing, audits.
11. Cookies & Website Tracking
Use of cookies and analytics tools. Separate Cookie Policy applies.
12. Contact Us
Contact the Data Support Lead for any queries.
If dissatisfied, individuals may contact the ICO.
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