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E‑Safety Policy (25-26)
Applies to: All learners, apprentices, staff, contractors, and visitors using Ascento systems or learning platforms.
1. Purpose of This Policy
JGW Training Ltd T/A Ascento (“Ascento”, “we”, “us”) is committed to ensuring that all learners and staff can use digital technologies safely, responsibly, and confidently. This policy sets out expectations for safe online behaviour and explains how we manage risks associated with:
· Online learning and remote delivery
· Use of digital platforms, AI tools, and collaboration systems
· Cyber‑security and data protection
· Online communication and social media
· Exposure to harmful or extremist content
· Online bullying, harassment, or grooming

This policy aligns with:
· UK GDPR
· Data Protection Act 2018
· Data (Use and Access) Act 2025
· Department for Education (DfE) funding rules
· Keeping Children Safe in Education (KCSIE)
· Prevent Duty Guidance
· Online Safety Act 2023
· ICO guidance
2. Scope
This policy applies to all learners and staff when:
· Using Ascento equipment, systems, or networks
· Accessing Ascento learning platforms (LMS, e‑portfolio, video platforms)
· Participating in remote or online learning
· Using personal devices for learning (“Bring Your Own Device”)
· Communicating with Ascento staff or other learners
· Representing Ascento online
3. Key Principles
Ascento promotes:
· Safe and responsible use of technology
· Protection from online harm, abuse, exploitation, and radicalisation
· Respectful and professional online behaviour
· Awareness of digital footprints and reputational risk
· Secure handling of personal and sensitive data
· Appropriate use of AI and digital tools
4. Online Safety Risks Covered
This policy addresses risks including:
· Cyberbullying, harassment, trolling
· Online grooming or exploitation
· Exposure to extremist or radicalising content
· Fraud, phishing, identity theft
· Unsafe use of social media
· Misuse of AI tools (e.g., cheating, harmful content generation)
· Sharing inappropriate or illegal content
· Accessing harmful websites
· Privacy breaches or unsafe data sharing
5. Learner Responsibilities
5.1 Use of Technology
· Use Ascento systems, platforms, and devices responsibly and for learning purposes only.
· Keep login details secure and never share passwords.
· Ensure personal devices used for learning have up‑to‑date antivirus and security settings.

5.2 Behaviour Online
· Communicate respectfully with staff and peers.
· Not engage in cyberbullying, harassment, discrimination, or intimidation.
· Not create, share, or access inappropriate, harmful, or illegal content.
· Not use AI tools to cheat, plagiarise, or generate harmful material.
5.3 Safeguarding & Prevent
· Report any extremist, radicalising, or concerning content encountered online.
· Avoid engaging with or sharing harmful political, extremist, or violent material.
5.4 Data & Privacy
· Protect personal information and that of others.
· Not record, screenshot, or share online sessions without permission.
5.5 Remote Learning
· Attend online sessions in an appropriate environment.
· Keep cameras on when required by tutors (unless agreed otherwise).
· Dress appropriately and behave professionally during online sessions.
6. Staff Responsibilities
Staff must:
· Model safe and responsible online behaviour.
· Use approved platforms for communication and teaching.
· Report safeguarding or Prevent concerns immediately.
· Ensure online sessions follow Ascento’s remote‑learning standards.
· Challenge inappropriate behaviour or unsafe digital practices.
7. Reporting Concerns
Learners and staff must report:
· Cyberbullying
· Suspicious online behaviour
· Grooming or exploitation concerns
· Exposure to extremist or radicalising content
· Inappropriate messages or images
· Security breaches or phishing attempts
· Misuse of AI tools


Reports can be made to:
· Safeguarding Lead
· Tutor or Skills Coach
· Line Manager
· Designated Prevent Lead
· Data Protection Officer

Emergency concerns (immediate risk of harm) should be reported to 999.
8. Sanctions for Misuse
For learners:
· Verbal or written warnings
· Removal of platform access
· Suspension from programme activities
· Disciplinary action under the Learner Code of Conduct
· Withdrawal from programme (in serious cases)
· Referral to external agencies (e.g., police, Prevent, safeguarding partners)

For staff:
· Formal HR disciplinary action
· Suspension or dismissal
· Referral to external authorities where required
9. Cyber‑Security Measures
Ascento uses:
· Multi‑factor authentication
· Encrypted systems
· Secure learning platforms
· Regular monitoring and audits
· Staff training
· Incident‑response procedures

Learners must follow cyber‑security guidance provided during induction.
10. Use of AI Tools
AI tools may be used for learning where appropriate, but learners must not:
· Use AI to cheat or generate assessments
· Produce harmful, abusive, or extremist content
· Share personal data with unapproved AI platforms

Staff will check for AI misuse where academic integrity is required.

11. Monitoring
Ascento may monitor:
· Use of Ascento systems
· Online session attendance
· Communications on official platforms
· Security alerts and suspicious activity

Monitoring is proportionate and compliant with UK GDPR.
12. Review
This policy is reviewed annually or sooner if:
· Legislation changes
· New risks emerge
· Technology platforms change
· Safeguarding requirements are updated
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