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Data Protection & Privacy Policy
1. Purpose and Scope
This policy sets out how JGW Training Ltd T/A Ascento collects, uses, stores and shares personal data in compliance with UK GDPR, the Data Protection Act 2018 (DPA 2018), the Privacy and Electronic Communications (EC Directive) Regulations 2003 (PECR), and the Data (Use and Access) Act 2025 (DUAA). It applies to all staff, learners/apprentices, applicants, employers, subcontractors, and partners across all locations and systems.
2. Policy Statement
JGW Training Ltd T/A Ascento  processes personal data lawfully, fairly and transparently; limits processing to specified, legitimate purposes; collects only data that is adequate, relevant and necessary; keeps data accurate and up to date; retains data only as long as necessary; and protects data using appropriate technical and organisational measures. Accountability is evidenced through governance records, training, audits, data protection impact assessments (DPIAs), and assurance reporting.
3. Data Protection Law
The United Kingdom’s data protection framework is governed by the Data Protection Act 2018, the UK General Data Protection Regulation (UK GDPR) and the Data (Use and Access) Act 2025 (DUAA). These laws set out how organisations must collect, handle, use and store personal information, regardless of whether the data is stored electronically, on paper, or in any other format.
To comply with data protection law, personal information must be collected and used fairly, stored securely, and not disclosed unlawfully. The UK GDPR continues to be underpinned by six core data protection principles, which require personal data to be:
· Processed lawfully, fairly and transparently
· Collected for specified, explicit and legitimate purposes, and not further processed in ways incompatible with those purposes (with exceptions for archiving, research and statistical purposes)
· Adequate, relevant and limited to what is necessary
· Accurate and kept up to date, ensuring inaccurate data is rectified or erased without delay
· Kept for no longer than necessary, unless retained lawfully for research, archiving or statistical purposes with appropriate safeguards
· Processed securely, ensuring protection against unauthorised or unlawful processing and accidental loss, destruction or damage through appropriate technical and organisational measures
· In addition, the Data (Use and Access) Act 2025 introduced several important updates to the UK GDPR and DPA 2018, including:
· A new recognised legitimate interests lawful basis for certain specific purposes such as safeguarding vulnerable individuals, crime prevention, emergency response, and certain administrative or direct marketing activities
· Updated subject access request (SAR) rules, including requirements for “reasonable and proportionate” searches and the ability to “stop‑the‑clock” when seeking identity verification or clarification of scope
· A more flexible framework for automated decision‑making (ADM), allowing certain types of solely automated decisions provided safeguards such as human review and challenge rights are in place
· Updated cookie and tracking rules that remove the need for consent for some low‑risk analytics or functionality cookies, provided clear information and easy opt‑out is available
· Strengthened PECR enforcement, aligning penalties with UK GDPR (up to the greater of £17.5m or 4% of global turnover)
4. Roles and Responsibilities
All Staff
All staff, tutors, assessors, managers, and contractors must:

Protect personal data at all times
Follow this policy and associated procedures
Use approved systems for storing or sharing personal data
Report any data breach or suspected breach immediately
Complete mandatory annual training (Data Protection, Safeguarding, Prevent, Cyber Security)

Managers & Team Leads
Managers are responsible for:

Ensuring staff follow correct data handling procedures
Embedding privacy‑by‑design into curriculum, learning systems, assessments, and processes
Checking that access to learner and staff data is appropriate and regularly reviewed

IT / Digital Services
IT leads on:

Cyber security controls (encryption, MFA, secure backups, monitoring)
Maintaining secure systems and user access
Supporting DPIAs for new systems
Ensuring only approved technologies are used

Senior Leadership (Commercial Director)
Senior leaders are responsible for:

Data protection governance and risk management
Approving data‑sharing agreements, contracts, and new systems
Ensuring third‑party suppliers are compliant
Oversight of breaches, incident response and compliance reporting

Data Protection Officer (DPO)
The DPO is responsible for:

Managing Subject Access Requests (SARs), including stop‑the‑clock and proportionate search requirements
Advising on DPIAs, international transfers and recognised legitimate interests
Supporting and training staff
Liaising with the ICO where legally required

5. Lawful Bases and Recognised Legitimate Interests
Processing relies on lawful bases under UK GDPR: consent, contract, legal obligation, vital interests, public task, or legitimate interests. Under DUAA, certain purposes are recognised legitimate interests (e.g., safeguarding vulnerable individuals, responding to emergencies, crime prevention) which reduce balancing-test burden; Ascento will document purpose and safeguards when relying on these.
6. Data We Process (Learners, Staff, Employers)
Personal data includes identity and contact details, enrolment and achievement records, attendance, funding and eligibility evidence, learning support and reasonable adjustments, safeguarding disclosures, assessment outcomes, and employer contact data. Special category data is processed only where necessary and lawful with appropriate safeguards.
7. Subject Access Requests (SARs) and Individual Rights
• Respond without undue delay and within one calendar month from receipt; extend by up to two months for complex/multiple requests with notice within the first month.
• Stop-the-clock applies when reasonably requiring identity verification or clarification of scope; time resumes once received.
• Conduct reasonable and proportionate searches; apply exemptions (e.g., legal professional privilege) where applicable and explain decisions.
• Provide responses securely; maintain a SAR log capturing dates, scope, decisions and communications; operate a complaints-handling process allowing data subjects to complain to Ascento before escalating to the ICO.
8. International Data Transfers
• Use UK adequacy regulations where available; otherwise implement IDTA or the UK Addendum plus a Transfer Risk Assessment (TRA).
• Record destinations, transfer tools, TRA outcomes, and technical/contractual safeguards; review regularly and upon material change.
9. Information Security Controls
• Encryption in transit (TLS, SFTP/SSH) and at rest (AES-256 or equivalent).
• Full-disk encryption and endpoint protection on all managed devices; multi-factor authentication (MFA) for privileged access and remote access.
• Role-based access, least privilege, strong passwords, and no password sharing; logging and monitoring of access and changes.
• Approved cloud services, designated drives, and secure configuration baselines; backups with tested restoration.
• Prohibit storage of personal data on unmanaged devices; screens locked when unattended; secure disposal of paper and media.
10. Cookies and Direct Marketing (PECR)
• Provide clear cookie notices and obtain consent for non-essential cookies unless relying on limited exemptions for low-risk analytics/functionality; always offer a simple opt-out.
• Ensure email/SMS marketing complies with PECR (consent or soft opt-in where applicable); maintain suppression lists and consent records.
11. Retention and Disposal
Retention follows DfE funding rules, awarding-body requirements, and safeguarding legislation. Data is reviewed periodically and disposed of securely (cross-cut shredding; cryptographic wipe or equivalent for digital media).
12. Breach Management
All suspected personal data breaches must be reported to the DPO immediately. Incidents are recorded, investigated, and notified to the ICO and affected individuals where legally required. Lessons learned inform control improvements and training.
13. Training and Awareness
Mandatory annual training in data protection, cyber security, safeguarding and Prevent for all staff; induction for new starters; role-specific training for managers and anyone handling SARs or international transfers; update briefings issued when law or guidance changes.
14. Governance and Assurance
Quarterly compliance reporting to Senior Leadership Team covering SAR metrics, breaches, DPIAs, vendor risk and transfer logs. Annual internal audits of PECR, ADM, and international transfers. Privacy by design embedded in new projects via DPIA and change control.
15. Contact
For SARS or privacy queries please contact the Data Support Lead
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